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AAMT Toll System Application
Project No: 0496018/CFHWY00584 RFP 2522H004

Questions submitted by potential offerors and answers from the state:

Question 1: Currently there is only room for four Critical Team Members on Submittal Form A. Can additional
team members be added?

Answer: Eight Critical Team Members may be listed on Submittal Form A.

Question 2: Can you please share the "State of Alaska Application Security Requirement Document"?

Answer: Yes, it is included at the end of this amendment. Offerors ARE NOT required to submit this
document with their proposal. The offeror whose proposal has been determined to be the most
advantageous for the State will be required to complete a State of Alaska approved Application
Security Plan.

Question 3: Is there a reliable high-speed internet connection available to the TCC Building? How are the
tollbooths connected to the TCC?

Answer: Currently, no. Enhanced broadband service providers are a current challenge at this isolated
location. DOTP&F is working on acquiring enhanced broadband service at the facilities

Question 4: |s there AKDOT provided Wi-Fi Connection available for the devices in the tollbooth?

Answer: No. This solution will require a non-SOA Wi-Fi/Internet solution. DOT&PF will need to solicit
service providers for broadband and Public Wi-Fi services.

Question 5: |Is the Mobile Connection for the drivers reliable when they pull next to the tollbooth so that they
can use their Mobile App to access their account and present their Discount Pass, or Account
Verification Barcode?

Answer: There is no mobile connect after mile 5 on the Portage Glacier Road, which about 1.5 mile from
the tunnel. There is mobile access in Whittier.
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Project No: 0496018/CFHWY00584 RFP 2522H004
Question 6: The Background Information States "The backup data for the system was recovered from the

failed database, but will require technical support for successful retrieval due to data format."
However, the Scope does not mention any Data Migration Requirement from the Old System. Is
there a Data Migration required or old customer data and outstanding books, etc.? If so, can you
please update the Scope to indicate that AKDOT's expectation from the Offerer towards an effort
to migrate legacy customer data?

Answer: DOTP&F is responsible for the data recovery.

Question 7a: In the Background Information the following is stated - "Payment forms include cash, checks, Visa
and MasterCard, coupons from bulk purchases (books of 10 or 30), prepaid cards, vouchers
(issued when a patron has paid and would like to use the tunnel at a different date/time), and
season passes". Is there an expectation that the Offerer is required to integrate with the Clover
POS in the tollbooth to replenish Customer Accounts with Cash, Credit Cards Payments, or to
purchase Season Pass, or Purchase Electronic Tickets?

Answer: Purchases must be available at tollbooth at the customer’s discretion.

Question 7b: The Offerer fully understands that they have to integrate with the Clover "Virtual Terminal" in the
backend to capture Credit Card Payments via the Offerer's Self-Service Mobile application and/or
Customer Portal.

Answer: Yes

Question 8: Is AAMT expecting Offerer's application (for AAMT Staff) to accept payments from Customer to
pay at the TCC or in the tollbooth using Cash, Check, and Credit Cards for New Account Setup,
Account Replenishment, Purchasing New Electronic Ticket Books, or Season Passes, or to
replenish their accounts?

Answer: Yes. Customers need to have the option to make purchases at the tollbooths.

Question 9: For any Customer Payments Received by AAMT Staff at the TCC or the tollbooths, is a Receipt
Printer required to print any Payment Receipts to be handed over to the customers?
Alternatively, can the receipt be sent to an Email Address provided by the Customer?

Answer: Tollbooths and the TCC currently have printers through Clover. Your solution must be include

compatibility with this printer.
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Question 10:

What is included in the requirement to provide hardware? Does DOT require just one printer and
bar code scanner for each of the 3 tollbooths or does the required hardware include
display/input devices or any other hardware?

Answer: Tollbooths and the TCC currently have printers through Clover. Your solution must be include
compatibility with this printer.

Question 11: Is AAMT expecting Offerer's application to allow for Customer to pay at the TCC or in the
tollbooth using Cash, Check, and Credit Cards for New Account Setup, Account Replenishment,
Purchasing New Electronic Ticket Books, or Season Passes, or to replenish their accounts?

Answer: Yes. Customers need to have the option to make purchases at the tollbooths.

Question 12: To reduce the PCl Scope, the Offerer plans to use Tokenization Service provided by the Offerer so
that the Customers can save the Card equivalent (or MSP provided Token) on file for future
replenishment. Please confirm that AKDOT is responsible for all costs associated with Clover's
Tokenization Service.

Answer: Gordon, has contacted Finance for the answer?

Question 13: To maintain PCl Scope, the Merchant Service Provider (Credit Card Payment Service Provider)
typically provides Quarterly Scans (ASV) for the external facing websites. Will that service be
provided by AKDOT's MSP?

Answer: Gordon, has contacted Finance for the answer?

Question 14: Are there any projected number of accounts that will be opened in a span of two year period of
the base contract?

Answer: Currently there are about 50 accounts. However, this is expected to increase with the
implementation of a web option.

Question 15: Is the Season Pass associated with a unique Customer vehicle or License Plate? If the customer

has multiple vehicles and wants to use Season Pass, do they need to purchase separate Season
Pass for each Vehicle or License Plate they have?
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Answer:

Season passes can be associated with a single vehicle or with a single driver at present, but not
both. If associated with the vehicle, any driver can used it with that vehicle. If it is associated with
the driver, any that can use it with any vehicle in the same class.

Question 16: If the Customer has purchased an eTicket Book for Class A Vehicle, can the customer use that
eTicket to pay for a vehicle of different Class and pay for the balance using their Mobile
Application?

Answer: No

Question 17: AAMT has included this in the Delivery "Staffed Help Desk for both AAMT Staff and customers
using the services provided under this contract. Help Desk must be available Monday thru Friday
from 8:00 am to 4:30 pm Alaska Time". What is the expecation for response time? Can a
Helpdesk Email Address be provided with a response time of a set period, say 1-hour, as an
example? Or is AAMT expecting the Offerer's Staff to answer the call?

Answer: Email with a one hour response time is acceptable.

Question 18: Does AAMT have their Own IT Staff that can be trained to maintain equipment provided by the
Offerer like connecting the Scanner to the Offerer's Terminal, connecting the Offerer's Terminal
to the Network, Connecting the Receipt Printer if required to the Terminal. Due to the remote
nature of the project location, can the Offerer rely on the local AAMT IT Staff to provide basic IT
functions described above?

Answer: There is a contractor onsite that can perform minor maintenance and repairs but will need
training.

Question 19: Since the new Tickets are eTickets, the Offerer assumes that there is no need for the Offerer to
provide Printing of the Ticket Books by the AAMT Staff. Please confirm.

Answer: Correct.

Question 20: We request 2-week extension to review Q&A responses and State of Alaska’s application security
requirements and submit a comprehensive Proposal for the AAMT RFP.

Answer: The proposal due date is June 30, 2022 at 2:00pm Alaska Time. (See Amendment Two)
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Question 21: Could you publish the list of all the participating vendors for the Pre-proposal conference?

Answer: No.

Question 22: Payments on the toll both will continue to be made using clover system and will not be
integrated with the BOS?

Answer: Integration is necessary to track usage of coupons/passes/prepaid. The system must validate
coupons, decrement trips from prepaid cards, and validate that passes are current.

Question 23: Credit/debit cards are the only payments accepted on the BOS/web site?

Answer: Credit/debit are currently approved as payments by DOT Finance. Additional payment methods
maybe available in the future.

Question 24: Is there a requirement to allow a CSR to do a customer pre-paid account replenishment?

Answer: Yes.

Question 25: What is the channel to provide notifications to customer? Email/SMS, other?

Answer: Email and SMS are acceptable. The customer decides which they prefer.

Question 26: Is there any process in place to deal with customers that don't charge they're account?

Answer: Customer can charge at the tollbooth.

Question 27: How is the customer account balance enforced when the customer arrives at the toll both?
Status file sent to the road side? Can you provide the road side system ICD?

Answer: Coupons/Prepaids/Passes need to be validated at the tollbooth in order to use the tunnel.

Question 28: Is there a requirement to do data migration from the previous system?

Answer: DOTP&F is responsible for the data recovery.
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Question 29: "The accounts must be self-managed by the patrons, allowing them to deposit a desired amount
into their account via credit card, add/view trips or buy a season pass." Can you explain the
process of having a customer adding a trip to his account?

Answer: For prepaid cards, the customer can log into their account and add funding to the account in the
form of 30, or more trips as needed. Coupons, the customer can print for 10 or 30 trips. Passes
are a one-time purchase. If the customer wants a single trip purchase, they will be provided that
option with no discount. However, if the tolls, as referenced in regulation, are met there can be
some flexibility.

Question 30: Customers will be able to print tickets via the website without having a registered account?

Answer: Yes, a guest checkout is an option.

Question 31: The application must generate electronic tickets that have unique bar/QR codes and shall be
printable. The application must be capable of creating a reusable ticket so the account can be
reloaded as needed." Can you clarify how reusable tickets can be used to reload an account?"

Answer: DOT&PF wants the system to allow customers to add funding to their account (card). How this is
done is up to the offeror to determine.

Question 32: Is there a requirement to provide a mobile app or a responsive website is sufficient?

Answer: A responsive website is preferred.

Question 33: Can the system be hosted in the State's Azure tenant or will the contractor be hosting the
solution in a separate tenant and maintaining full control of it during the support period?

Answer: No hosting will be provided by the State. Offer’s solution must include hosting.

Question 34: Previously, in response to a question about what hardware would be required, the State said
they have POS systems with which our solution must be compatible. This response implies to us
that we'll need to provide portable devices capable of scanning tickets, is this correct?

Answer: Each tollbooth has a POS terminal and a printer. These are part of the Clover system. If vendor
intends to access these devices vendor must ensure they can integrate to them.
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Question 35: Does the State already have PCs or tablets for the toll workers or will the contractor have to
provide these?

Answer: Clover terminals are present in each tollbooth. These are android devices. If vendor intends to
access these devices vendor must ensure they can integrate to them.

Question 36: If contractor is to provide the PCs or tablets, how many concurrent users at the tunnel do you
anticipate with require hardware?

Answer: Clover terminals are present in each tollbooth. These are android devices. If offeror intends to
access these devices vendor must ensure they can integrate to them. If they are unable to
integrate with the Clover equipment offeror must provide equipment for 3 tollbooths and an
auditor. Offeror must provide scanners for 3 tollbooths.

Question 37: Does the state have a domain to use for the website or should we provide one?

Answer: No hosting will be provided by the State. Offer’s solution must include hosting.

Updated RFP Schedule:

Deadline for Receipt of Proposals: June 30, 2022, at 2:00PM Alaska Time.
Proposal Evaluation Committee Evaluation Completion:  July 12, 2022
Notice of Intent to Award Issued: July 13, 2022
Contract Issued: July 25, 2022
Contract Start date: July 29, 2022

All other terms and conditions remain the same.
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INFORMATION

TECHNOLOGY Application

<Project or System Name>
for <Name of Agency>

State of Alaska
State Information Security Office

Month, Year

14 Major Application is an information system that requires special management attention because of its importance and criticality
to an agency mission, or because of its significant required investment in development, operation, or maintenance. A Major

Application may significantly enable business and service delivery of agency programs, support fiscal processes, or manage

property and other resources.



Revision Sheet

Revision Sheet

Release No. | Date Revision Description

Rev. 0 1/9/2015 Initial Draft

Rev. 1 1/9/2015 Various updates for readability and presentation

Rev. 2 12/30/2021 | Updated to reflect organizational changes; references to 800-53 Rev5.

Information Technology Application Security Plan
for Major Applications

Page i




Major Application Security Plan
Authorization Memorandum for

6FF|CE OF Application name
INFORMATION
TECHNOLOGY

The proposed and current settings and security for the system / application have been
documented in an appropriate security plan.

The majority of risks to this system/application have been documented, mitigated, and accepted in
the system security plan. The following risks have not been mitigated to a reasonable and
appropriate level as determined by an Information Security Officer.

([ ]

By signing below, I understand and accept the aforementioned risks to the Division/Department and
authorize the system / application to production.

Date Printed Name of Business/Program Owner Signature
(ex. Division Director)

Date Printed Name of Department Technology Signature
Officer

Date Print Name of Information Security Signature
Officer

CISO / DELEGATE

All three signatures are required for authorization to production. If one or more signatures are missing, the Department
Commissioner or Designee can assume the risk and can authorize the system/application to be deployed to production on their
signature alone.

Date Printed Name of Agency Head Signature

Commissioner

Information Technology Application Security Plan
for Major Applications Page ii



GENERAL SUPPORT

SYSTEM SECURITY PLAN
TABLE OF CONTENTS

Page #
1.0 GENERAL INFORMATION 1-1
2.0 MANAGEMENT CONTROLS 2-1
3.0 OPERATIONAL CONTROLS 3-1
4.0 TECHNICAL CONTROLS 4-1
Information Technology Application Security Plan
for Major Applications Page iii



1.0 General Information

1.0 GENERAL INFORMATION

Information Technology Application Security Plan
for Major Applications



1.0 General Information

1.0 GENERAL INFORMATION

SYSTEM IDENTIFICATION

System Name/Title

e Unique Identifier & Name Given to the System.

Description of Information Sensitivity
e Describe, in general terms, the information handled by the system and the need for
protective measures. Relate the information handled to each of the three basic protection
requirements (confidentiality, integrity, and availability). For each of the three categories,
indicate if the requirement is: High, Medium, or Low.
¢ Include a statement of the estimated risk and magnitude of harm resulting from the loss,
misuse, or unauthorized access to or modification of information in the system..

Potential Impact

Security Objective

Low

Moderate/Medium

High

Confidentiality
Preserving authorized
restrictions on
information access and
disclosure, including
means for protecting
personal privacy and
proprietary information.

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect
on organizational
operations, organizational
assets or individuals

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets or
individuals.

The unauthorized
disclosure of information
could be expected to have
severe or catastrophic
adverse effect on
organizational operations,
organization assets or
individuals.

Integrity

Guarding against
improper information
modification or
destruction, and includes
insuring information non-
repudiation and

The unauthorized
modification or
destruction of information
could be expected to have
a limited adverse effect
on organizational
operations, organizational

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,

Ensuring timely and
reliable access to and use
of information.

to or use of information
or an information system
could be expected to have
a limited adverse effect
on organizational
operations, organizational
assets or individuals.

or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets or
individuals.

authenticity. assets, or individuals individuals organizational assets, or
individuals
Availability The disruption of access The disruption of access to | The disruption of access

to or use of information
or an information system
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets or
individuals.

You do not have to include this table in the completed system security plan, it is provided here only as useful guidance.

Responsible Organization
e List organization responsible for the application

Information Technology Application Security Plan

for Major Applications
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1.0 General Information

Information Contact(s)
e Name of person(s) knowledgeable about, or the owner of, the system. More than one point of
contact may be provided.

Name:
Title:
Address:
Phone:
E-mail:

Assignment of Security Responsibility
e Name of person responsible for security of the system. More than one point of contact may
be provided.

Name:
Title:
Address:
Phone:
E-mail:

System Operational Status (choose one)
If more than one status is selected, list which part of the system is covered under each status.

o Operational
J Under Development
o Undergoing a major modification

General Description/Purpose

e Describe the function or purpose of the system and the information processed.

e Describe the processing flow of the application from system input to system output.

e List user organizations (internal & external) and type of data and processing provided.

e List all applications supported by the general support system. For each supported
application, describe the functions and information processed.

System Environment

e Provide a general description of the technical system. Include any environmental or
technical factors that raise special security concerns (dial-up lines, open network, etc.).

e Describe the primary computing platform(s) used and a description of the principal system
components, including hardware, software, and communications resources.

e List any security software protecting the system and information.

System Interconnection/Information Sharing

e List interconnected systems and system identifiers (if appropriate).

e Provide the system name, organization, system type (major application or general support
system.

Information Technology Application Security Plan
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1.0 General Information

e Indicate if there is an existing written authorization (MOUs, MOAs) on file, data of
agreement to interconnect, information categorization, and name of authorizing personnel.

System Organization | Type Agreement Date Information Auth.
Name (MOU/MOA) Categorization | Official

e It is mecessary for systems requiring written authorizations (MOUs, MOAs) that they be
obtained prior to connection with such systems and/or sharing sensitive data/information. Such
an agreement (MOUs, MOAs) should detail the rules of behavior maintained by the
interconnecting system owners. A description of these rules should be included with the
security plan or discussed narratively in this section.

e If connected to an external system which does not have a security plan, provide a short
discussion of any security concerns, which need to be considered for protection.

Applicable Laws or Regulations Affecting the System
e List any laws or regulations that establish specific requirements for confidentiality, integrity,
or availability of data/information in the system.

Minimum Security Controls (suggested)

e Use of guiding practice such as NIST 800-53 is suggested to help system owner understand
the recommended baseline of security controls needed as informed by the information system
categorization. Low-impact, Moderate-impact, and High-impact baselines are prescriptive
when determining the minimum set of security controls for an application (inclusive of
hardware and software).

e Security controls such as those suggested in the security control catalog of NIST SP 800-53
Rev 5, Appendix C, (https://doi.org/10.6028/NIST.SP.800-53r5) have a well-defined
organization and structure. Organized into classes and families for ease of use in the control
selection and specification process; There are three general classes of security controls (i.e.,
management, operational, and technical). Each family contains security controls related to the
security function of the family. A standardized, two-character identifier is assigned to uniquely
identify each control family. The table below summarizes the classes and families in the
security control catalog and the associated family identifiers.

Information Technology Application Security Plan
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1.0 General Information

D FAMILY FAMILY

AC Access Control
AT Awareness and Training

AU Audit and Accountability

Assessment, Authorization, and Monitoring

Physical and Environmental Protection

Planning

Program Management

Personnel Security

Configuration Management Pll Processing and Transparency

Contingency Planning Risk Assessment

Identification and Authentication System and Services Acguisition

Incident Response System and Communications Protection

Maintenance System and Information Integrity

Media Protection Supply Chain Risk Management

BleBlLRIZBIEIRIR]S

HISEE

Conclusion of Section 1 — General Information

The remainder of this major application security plan template is meant to be an assist for the
application owner in documenting the Management, Operational and Technical controls, which
will be utilized in securing the application, and the information intended to be housed and
processed. Guiding text on the following pages of this template are suggestive and are not meant
to be exhaustive, complete, or always applicable to each application. Only the informed
application owner, with intimate business and organizational process asset knowledge and
known state and federal applicable statutes, laws, and requirements can be expected to create a
truly meaningful document.
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2.0 MANAGEMENT CONTROLS
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2.0 Management Controls

2.0 MANAGEMENT CONTROLS

Risk Assessment and Management
e Describe the risk assessment methodology used to identify the threats and vulnerabilities
of the system. Include the date the review was conducted. If there is no system risk
assessment, include a milestone date (month and year) for completion of the assessment.

Review of Security Controls
e List any independent security reviews conducted on the system in the last three years.
¢ Include information about the type of security evaluation performed, who performed the
review, the purpose of the review, the findings, and the actions taken as a result.

Rules of Behavior

e A set of rules of behavior in writing must be established for each system. The rules of
behavior should be made available to every user prior to receiving access to the system.
It is recommended that the rules contain a signature page to acknowledge receipt.

e The rules of behavior should clearly delineate responsibilities and expected behavior of
all individuals with access to the system. They should state the consequences of
inconsistent behavior or non-compliance. They should also include appropriate limits on
interconnections to other systems.

e Attach the rules of behavior for the system as an appendix and reference the appendix
number in this section or insert the rules into this section.

Planning for Security in the Life Cycle
Determine which phase(s) of the life cycle the system, or parts of the system are in.
Describe how security has been handled in the life cycle phase(s) the system is currently in.

Initiation Phase
e Reference the sensitivity assessment, which is described in the NIST SP800-18, Section
3.7, Sensitivity of Information Handled.

Development/Acquisition Phase

e During the system design, were security requirements identified?

e Were the appropriate security controls with associated evaluation and test procedures
developed before the procurement action?

¢ Did the solicitation documents (e.g., Request for Proposals) include security requirements
and evaluation/test procedures?

¢ Did the requirements permit updating security requirements as new threats/vulnerabilities are
identified and as new technologies are implemented?

e Ifthis is a purchased commercial application or the application contains commercial, off-the-
shelf components, were security requirements identified and included in the acquisition
specifications?

Implementation Phase

Information Technology Application Security Plan
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2.0 Management Controls

Were design reviews and systems tests run prior to placing the system in production?
Were the tests documented? Has the system been certified?

e Have security controls been added since development?

Has the application undergone a technical evaluation to ensure that it meets applicable
federal laws, regulations, policies, guidelines, and standards?

Include the date of the certification and accreditation. If the system is not authorized yet,
include the date when the accreditation request will be made.

Operation/Maintenance Phase
e The security plan documents the security activities required in this phase.

Disposal Phase

e Describe in this section how information is moved to another system, archived,
discarded, or destroyed. Discuss controls used to ensure the confidentiality of the
information.

¢ s sensitive data encrypted?

e How is information cleared and purged from the system?

¢ [s information or media purged, overwritten, degaussed or destroyed?

Authorize Processing

¢ Provide the date of authorization, name, and title of the management official authorizing
processing in the system.

e If not authorized, provide the name and title of the manager requesting approval to operate,
and the date of the request.

Information Technology Application Security Plan
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3.0 Operational Controls

3.0

OPERATIONAL CONTROLS

Personnel Security

Have all positions been reviewed for sensitivity level?

Have individuals received background screenings appropriate for the position to which
they are assigned?

Is user access restricted to the minimum necessary to perform the job?

Is there a process for requesting, establishing, issuing, and closing user accounts?

Are critical functions divided among different individuals (separation of duties)?

What mechanisms are in place for holding users responsible for their actions?

What are the friendly and unfriendly termination procedures?

Physical and Environmental Protection

Discuss the physical protection for the system. Describe the area where processing takes
place (e.g., locks on terminals, physical barriers around the building and processing area,
etc.).

Factors to address include physical access, fire safety, failure of supporting utilities,
structural collapse, plumbing leaks, interception of data, mobile and portable systems.

Production, Input/Output Controls
Describe the controls used for the marking, handling, processing, storage, and disposal of
input and output information and media, as well as labeling and distribution procedures for
the information and media. The controls used to monitor the installation of, and updates to
software should be listed. In this section, provide a synopsis of the procedures in place that
support the system. Below is a sampling of topics that should be reported in this section.

User Support - Is there a help desk or group that offers advice?

Procedures to ensure unauthorized individuals cannot read, copy, alter, or steal printed or
electronic information

Procedures for ensuring that only authorized users pick up, receive, or deliver input and
output information and media

Audit trails for receipt of sensitive inputs/outputs

Procedures for restricting access to output products

Procedures and controls used for transporting or mailing media or printed output

Internal/external labeling for sensitivity (e.g., Privacy Act, Proprietary)

External labeling with special handling instructions (e.g., log/inventory identifiers,
controlled access, special storage instructions, release or destruction dates)

Audit trails for inventory management

Media storage vault or library-physical, environmental protection controls/procedures

Procedures for sanitizing electronic media for reuse (e.g., overwriting or degaussing)

Procedures for controlled storage, handling, or destruction of spoiled media or media that
cannot be effectively sanitized for reuse

Procedures for shredding or other destructive measures for hardcopy media when no
longer required

Information Technology Application Security Plan
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3.0 Operational Controls

Contingency Planning
Briefly describe the procedures (contingency plan) that would be followed to ensure the
system continues to process all critical applications if a disaster were to occur. If a formal
contingency plan has been completed, reference the plan. A copy of the contingency plan
can be attached as an appendix. Include descriptions for the following:

e Any agreements for backup processing

e Documented backup procedures including frequency (daily, weekly, monthly) and scope
(full, incremental, and differential backup)

e Location of stored backups and generations of backups kept

e Are tested contingency/disaster recovery plans in place? How often are they tested?

e Are all employees trained in their roles and responsibilities relative to the emergency,
disaster, and contingency plans?

Application Software Maintenance Controls
» Was the application software developed in-house or under contract?
* Does the government own the software? Was it received from another agency?
* Is the application software a copyrighted commercial off-the-shelf product or shareware?
Has it been properly licensed and enough copies purchased for all systems?

Information Technology Application Security Plan
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3.0 Operational Controls

* Is there a formal change control process in place and if so, does it require that all changes
to the application software be tested and approved before being put into production?

* Are test data mirror of production data or obfuscated?

* Are all changes to the application software documented?

* Are test results documented?

* How are emergency fixes handled?

* Are there organizational policies against illegal use of copyrighted software, shareware?

* Are periodic audits conducted of users= computers to ensure only legal licensed copies of
software are installed?

» What products and procedures are used to protect against illegal use of software?

e  Are software warranties managed to minimize the cost of upgrades and cost-
reimbursement or replacement for deficiencies?

Data Integrity Validation Controls

Is virus detection and elimination software installed? If so, are there procedures for updating

virus signature files, automatic and/or manual virus scans, and virus eradication and

reporting?

e Are reconciliation routines used by the system, i.e., checksums, hash totals, record
counts? Include a description of the actions taken to resolve any discrepancies.

Are password crackers/checkers used?

Are integrity verification programs used by applications to look for evidence of data

tampering, errors, and omissions?

Are intrusion detection tools installed on the system?

Is system performance monitoring used to analyze system performance logs in real time to

look for availability problems, including active attacks, and system and network slowdowns

and crashes?

Is penetration testing performed on the system? If so, what procedures are in place to ensure

they are conducted appropriately?

Is message authentication used in the application to ensure that the sender of a message is

known and that the message has not been altered during transmission?

Documentation

Documentation for a system includes descriptions of the hardware and software, policies,
standards, procedures, and approvals related to automated information system security of
the system to include backup and contingency activities, as well as descriptions of user and
operator procedures.

List the documentation maintained for the application (vendor documentation of
hardware/software, functional requirements, security plan, general system security plan,
application program manuals, test results documents, standard operating procedures,
emergency procedures, contingency plans, user rules/procedures, risk assessment,
certification/accreditation statements/documents, verification reviews/site inspections).

Security Awareness and Training
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3.0 Operational Controls

e Describe the awareness program for the application (posters, booklets, and trinkets).

e Describe the type and frequency of application training provided to employees and
contractor personnel (seminars, workshops, formal classroom, focus groups, role-based
training, and on-the job training).

e Describe the procedures for assuring that employees and contractor personnel have been
provided adequate training.

Incident Response Capability

e Are there procedures for reporting incidents handled either by system personnel or
externally?

e Are there procedures for recognizing and handling incidents, i.e., what files and logs
should be kept, who to contact, and when?

¢ Who receives and responds to alerts/advisories, e.g., vendor patches, exploited
vulnerabilities?

e What preventive measures are in place, i.e., intrusion detection tools, automated audit
logs, penetration testing?
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4.0 TECHNICAL CONTROLS
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4.0 Technical Controls

4.0 TECHNICAL CONTROLS

Identification and Authentication
e Describe the major application’s authentication control mechanism(s).
e Describe the major application’s method of user authentication (password, token,
and biometrics).
e [fapassword system is used, provide the following specific information:
e Allowable character set;

Password length (minimum, maximum);

Password aging time frames and enforcement approach;

Number of generations of expired passwords disallowed for use;

Procedures for password changes;

Procedures for handling lost passwords, and

Procedures for handling password compromise.

Procedures for training users and the materials covered.

Indicate the frequency of password changes, describe how password changes

are enforced (e.g., by the software or System Administrator), and identify who

changes the passwords (the user, the system, or the System Administrator).

e Describe any biometrics controls used. Include a description of how the
biometrics controls are implemented on the system.

e Describe any token controls used on this system and how they are implemented.

e Describe the level of enforcement of the access control mechanism (network,
operating system, and application).

e Describe how the access control mechanism supports individual accountability
and audit trails (e.g., passwords are associated with a user identifier that is
assigned to a single individual).

e Describe the self-protection techniques for the user authentication mechanism
(e.g., passwords are transmitted and stored with one-way encryption to prevent
anyone [including the System Administrator] from reading the clear-text
passwords, passwords are automatically generated, passwords are checked
against a dictionary of disallowed passwords).

e State the number of invalid access attempts that may occur for a given user
identifier or access location (terminal or port) and describe the actions taken
when that limit is exceeded.

e Describe the procedures for verifying that all system-provided administrative
default passwords have been changed.

e Describe the procedures for limiting access scripts with embedded passwords
(e.g., scripts with embedded passwords are prohibited, scripts with embedded
passwords are only allowed for batch applications).

e Describe any policies that provide for bypassing user authentication
requirements, single-sign-on technologies (e.g., host-to-host, authentication
servers, user-to-host identifier, and group user identifiers) and any compensating
controls.
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4.0 Technical Controls

If digital signatures are used, the technology must conform with FIPS 186,
Digital Signature Standard and FIPS 180-1, Secure Hash Standard issued by
NIST, unless a waiver has been granted. Describe any use of digital or electronic
signatures.

Logical Access Controls

Discuss the controls in place to authorize or restrict the activities of users and
system personnel within the system. Describe hardware or software features that
are designed to permit only authorized access to or within the system, to restrict
users to authorized transactions and functions, and/or to detect unauthorized
activities (i.e., access control lists (ACLs).

How are access rights granted? Are privileges granted based on job function?
Describe the system’s capability to establish an ACL or register.

Describe how users are restricted from accessing the operating system, other
applications, or other system resources not needed in the performance of their
duties.

Describe controls to detect unauthorized transaction attempts by authorized
and/or unauthorized users. Describe any restrictions to prevent the user from
accessing the system or applications outside of normal work hours or on
weekends.

Indicate after what period of user inactivity the system automatically blanks
associated display screens and/or after what period of user inactivity the system
automatically disconnects inactive users or requires the user to enter a unique
password before reconnecting to the system or application.

Indicate if encryption is used to prevent access to sensitive files as part of the
system or application access control procedures.

Describe the rationale for electing to use or not use warning banners and provide
an example of the banners used. Where appropriate, state whether the Dept. of
Justice, Computer Crime and Intellectual Properties Section, approved the
warning banner.

Audit Trails

Does the audit trail support accountability by providing a trace of user actions?
Are audit trails designed and implemented to record appropriate information that
can assist in intrusion detection?

Does the audit trail include sufficient information to establish what events
occurred and who (or what) caused them? (type of event, when the event
occurred, user id associated with the event, program or command used to initiate
the event.)

Is access to online audit logs strictly enforced?

Is the confidentiality of audit trail information protected if, for example, it
records personal information about users?

Describe how frequently audit trails are reviewed and whether there are
guidelines.
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4.0 Technical Controls

e Does the appropriate system-level or application-level administrator review the
audit trails following a known system or application software problem, a known
violation of existing requirements by a user, or some unexplained system or user
problem?
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